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Abstract-The paper describes a soft biometrical characteristics based approach to the students; identification proposed for 
e-learning environments. This approach is designed to increase security of the examination process from the involved attendees’ identification point of view and should improve the overall security in relatively weakly protected e-learning systems. The approach is called “soft” as doesn’t require any special systems to be used other than e-learning pages embedded software. The paper discusses how the approach can be applied and what kind methods should be used together with the proposed one to produce a complete identification system for e-learning.
I. Introduction

Importance of an electronic learning as an alternate solution to the traditional education has sufficiently increased recently with development of electronic channels and world globalisation [1, 2]. There are millions of students attending 
e-courses in developed countries and this number will increase when more countries will be involved. 

The main problem that arises in the e-learning, especially in the examination process is students’ identification [1]. There are several methods that can be applied to solve this problem including certified centres and “hard” biometrical methods as requirements to attend the examination using web-cams. At the same time those approaches mostly do require using some special hardware, which is sometimes either unavailable to students or they are not technically skilled enough to install and use those, so in result they tend to afraid that. Summarising all previously said, the current students’ identification methods sometimes prevent people using e-courses. Therefore we are about to propose in this paper some soft students identification methods, which does identification without requiring any special hardware or attending courses in special centres. 

II. e-Learning Environment – the problem statement

The problem statement for identifying students and using the online exam environment greatly depends on the auditorium to which e-course is targeted. In other words, before we discuss whether remote exams are an acceptable choice to go we need to consider “Who and why”: who is studying and why - what are their goals during the study process. The main problem we are going to research here is a security risk that the person doing the exam is not the one who gets the mark.

The first and most typical class of students contains students that come from a previous education level (schools, colleges etc.) right after the previous level is completed. Typically here the teacher deals with a lot of students – consider for example a bachelor level in universities, i.e. the auditorium is “massive”. The learning process for them is a possibility to achieve a good level in their future live and many of them will try to pass exams using any possible techniques and methods. Notice that the current level of such students is normally below average, so the examination results will surely affect their future.
Another class of students includes people, who are going to participate in courses in order to obtain modern knowledge or change their profession. Mostly those people are already obtained some level of education and are not as young and easy-minded as students from the first group.
One more interesting class of students includes students who try to achieve the highest educational level. The number of such student is usually relatively small or extra small. Sometimes the learning process is directed to a particular person rather than a broad auditorium. For example consider PhD students. The risk that students will not “show” themselves during exams (using somebody else to pass the exam) is much smaller as the level they are doing exams at already requires quite sophisticated knowledge to be obtained by now. At the same time such exams positive results usually give them much more. Therefore students of this category should be closely monitored.
The second question we should consider is why we need to employ any students’ identification and actually the core question - why we do need to have e-Learning (i.e. distance) environment. 

First of all it makes possible to learn the subject from any place. Often it is the only reason that is given in papers, although it not always the only one. Anyway it brings the subject learning process out from the physical location and sufficiently increases the students’ auditorium. Besides it gives opportunities for many students to attend best courses, which are probably given somewhere else (other countries, cities, universities and so forth).
The second reason is again bringing the course out, but not from a room, but from a time. The course is normally given in a certain place and in a certain time. Some courses are provided as records, so it is possible for students to choose a time when they would like to study. There are a lot of people that cannot concentrate just on studying, but have a lot of other duties like having to work, look after their children etc. The off-time lectures are the only way for them to study. Moreover this benefit can be obtained by the lecturer as well. Sometimes the lecturer cannot give lectures, when students (university) would like, but he is an expert with significant knowledge in the field, so the replacement is not a good choice for the subject. In that case s/he can record the lecture at any time s/he wants and publish it to the designed lectures e-environment.
The final reason to provide knowledge over electronic channels is addressing self-learning people in a country. The society goal is to keep the country work-force on some good level. It doesn’t necessarily require workers attending full courses each year or something like that. One way of achieving that goal could be making modern knowledge available in Internet, so people can access that. They will use only lectures or exercises, which are interesting for them, probably picking out just some relatively small number of topics either since they know the rest or don’t care about subjects they are not using in their everyday work.
Finally it is possible to divide the e-learning process by the e-technology involving and the following classes can be identified. 
Generally saying we can identify the following three core steps:

1.
Provide information (course knowledge);
2.
Preliminary check (how students were able to understand that);
3.
Have a final check – exam.
At the same time it is possible to combine those steps in different variation, so we are about to look into alternatives more closely.
The first alternative we are going to mention does include e-based learning process as a supporting technology to the main course learning process. It means that there could be some materials or labs published in the web, but all main activities including lectures and the examination process will happen in a class, i.e. in the “real-world” environment, where each part is presented personally (or “normally” as an opposite to be presented virtually).
The second alternative is a full e-based knowledge transfer from a teacher to the class with a “personal” examination as described above. There are two main reasons of having this type of e-learning. First of all the examination is done face to face as the teacher is afraid that a student can be using none-allowed materials during the exam and s/he will not have possibilities to control or prohibit (avoid) that. This alternative is applied often if the examination results will give something important to the student (career, financial benefits and so forth). Therefore if a student will not derive such benefits i.e. is studying just for himself, then there is no reasons to control him/her during the examination nor identify. The second main reason of having this type of studying is a sufficient distance between the teacher and students. It is not efficient or even not possible to ask student to come, for example each week, to a classroom especially if they will have to cover thousands miles from their homes. At the same time they will have to do that once to attend the examination process personally to have their final marks. In some countries (for example in Sweden) students don’t have to go to universities, but could attend the examination in a certified educational centre, where teacher’s deputies will control the process. Notice that despite the fact that the final exam is not done in the virtual environment, many teachers will still like to learn their students giving them virtual lectures looking how the do progress in labs and the final mark will be just a way to summarize the teacher opinion (or prove his/her opinion about the student to avoid mistakes). So the real exam will not give a lot into the final teacher’s decision.
The final alternative is: the whole learning process is e-based. The teacher and the student will probably never meet face-to-face, or at least will not in the scope of that subject. Of course there could be an alternative to study this subject in the “real” environment, but the e-learning one doesn’t require the physical presence in any particular place. 

III. Biometrical markers and their current use
Biometric is a relatively novel approach to the computer security that uses either physical or behavioural person characteristics to identify that person. The major idea is to learn computers to identify persons as people do in everyday communication at home, on streets, in offices and so forth. The most known system of identification is using finger prints and this one was used much longer than electronic computers do exist. Actually there are much more types of different security approaches for computers relying on biometrical methods nowadays. Consider for example face recognition, eyes’ patterns, signature or voice recognition [3, 4]. Unfortunately most biometric approaches require special systems (like you have probably used to use in airports or offices) and therefore approaches those are not good enough to be used in e-learning as rarely students have such devices or are ready to buy those. Notice that we do not consider here e-learning via certified educational centres as students identification there is the same simple as on the real education site and therefore is not a problem to be solved. 
The approach we are going to propose for using in the e-learning process in called keystroke or typing patterns and does not require any special client-side equipment as relies exclusively on the information gathered by the client and server applications (software) and data mining of that information. The keystroke dynamics refers to a behavioural person characteristic where intervals between keystrokes typing is measured and produced into a pattern which is assigned to that person for later use. It is based on the fact that every user has a different typing pattern. This used is usually in combination with other approaches for strengthening the main approach.
The biometrical security system is relatively easy to implement and use. It is possible to vary the factors to be measured and users will be verified by. So the system can evolve by implementing more and more features. At the same time the general approach to be defined below remains the same and is similar to other computer based recognition systems. 

Typically there are three major elements in the system as it is shown in Figure 1. The training part of the system is responsible to registering users in the system by producing patterns for each user and assigning those to them. The sensor produce initial data and the feature extractor do produce data, which is: 
1. Bound to a particular measure (like time intervals or used words)

2. Pre-process that and stores in a compact way, which is ready for later use.

So there could be several sub processes inside the biometrical measure extraction for each measured characteristic. The registered patterns are saved into a patterns database, which is the second part of the system. After all this is done, the user can go into the system and use it, so the third element of the system activates, which is users recognition. During that step, which is called matching, the current user characteristic compared to the saved and if those are the same then the system accepts the user. Notice that the similarity level of the compared patterns can be set slightly less than 100% to meat statistical deviations of those characteristics in time. The verification can be just a verification of the person during the login phase or a long-term user monitoring.
Notice that Figure 1 does present a system, which is trained before using. It is possible to formulate a similar system, which will adopt and evolve together with people. It means that people keystroke dynamic, used words and phrases are not something, which is static, so those do change in time. Therefore the system should also migrate in patterns assigned to each person, or to be re-trainable during the verification process. Consider a system architecture shown on the Figure 2. Here the extracted biometrical characteristics are used both for person identification and to adjust the existing pattern to evolve his/her pattern with that person.

The keystroke pattern recognition system monitors first of all the keystroke typing dynamic. It is well-known among telegraph operators that writing/typing dynamics are assumed to be unique to a large degree among different people [5]. Actually the keystroke typing dynamic can be measured by the following sub/characteristics [2, 5]:
1. Duration of the keystroke, hold time;

2. Latency between consecutive keystrokes;

3. Overall typing speed;

4. Habits by using additional keys on the keyboard like typing numbers via number pad part;

5. Frequency errors and backspace vs. delete key using;
and some others

The key press, up and down events can be easily captured in modern programming languages. Therefore it is possible to find out when a key was pressed and released and calculate the interval of pressing a button (which probably reflects also the strength of pressing). It is also possible to calculate intervals between keys. Besides, the same keyboard events do provide the pressed key distinguishing between symbols appearing the same on the screen, for example a number 1 typed on the highest keyboard row versus the number 1 typed on the number pad. It is also possible to cluster time intervals by keys and have even more sophisticated patterns.
The keystroke recognition systems research is started in 80s [6] and by now includes many types of recognition methods like [2]:

1. Statistical methods [6, 7, 8];
2. Artificial intelligence methods / machine learning and data mining, including but not restricted by neural networks, graphs and Euclidean distance metrics, decision trees etc [9, 10];
3. Generic algorithms [11] and fuzzy classification methods [12].
It is possible to write more than one pattern for each user since sometimes the pattern depends on the used keyboard (the own one at home or somewhere else), mood or environment (working at home or in a train).
One more system we do propose to employ for students’ identification and which also bounds to a person metaphysical characteristics is words using in an answer. This type of measures can be applied if a student has to write a free text to answer exam questions. It is well-known nowadays that person’s vocabulary greatly depends in his background, skills, intelligence and family s/he comes from. Therefore it is possible to distinguish persons basing on typical words and phrases s/he is using and nowadays it is a method that was quite successfully applied to analyses different authors’ texts (novels) to identify authors of some unsigned texts. This method is much more reliable that the keystroke recognition methods as depends less on the environment the exam is done (or pattern was recorded) and person mood. In other words it depends much less on the moment the biometrical factor is measured and it is much more stable over time.
IV. Applying biometrical markers and a soft students identification system

The first technical problem that appears applying the proposed method is how the database of patterns can be produced. Patterns should be recorded and verified prior to using, i.e. identifying students. Depending on the environment, purposes and teacher/student relations the process of collecting biomedical information can be either hidden or visible to students.
One idea can be recording the data during the study period, for example while the student connects to the course site or while s/he is doing labs.

Another idea requires more support from the educational centre management and certain centralization, but eventually it can be much more efficient. The biomedical data can be centralized for the whole university and captured during the whole student study, so a course can use data captured in past (i.e. during previous courses that the student has passed). Especially valuable the data will be if the previous course was done in a controlled environment, i.e. when a student and a teacher had a visual contact. This type of recorded patterns is reliable for later use. Therefore one approach can be to have web cams based exams during first courses (for example the first year) capturing biometrical characteristic data and thereafter transfer students to the full e-learning environment and use there those captured (reliable) biometrical patterns.
Notice that different biometrical factors should be used for different exam case / environment / teaching technology types. For example the test like exam will be likely using time intervals for selecting answers and a count of re-selects (changes of mind) since this characteristic depends on the person character and also can be used to identify the person. Therefore it is important to formulate the goal (markers and factors to be used) right from the start by analyzing the used e-learning concept and how the final step will be done. The process of recording database data can be organised via a set of small post-lecture checks, when the teacher asks to answer questions to verify how the knowledge was memorized. Normally students are reluctant attending such quiz (which are normally 3-5 minutes long) and never try to cheat (as know that those results will not affect the final mark) and therefore are showing their nature (i.e. their biometrical characteristics).

Notice that the proposed security system is sensitive to the information flowing through the verification subsystem and that is why the more data we provide the better it is. Therefore the multiple choice exam is the last choice for the good e/learning environment. Those doesn’t actually check knowledge (as the alternatives usually give enough information to guess the right choice) nor generate any sufficient data flow for applying biometrical marks although it doesn’t mean “makes it impossible”.
Finally we would like to mention that the soft students identification and verification methods do not include a protection subsystem against students that are using lectures’ materials although there are not supposed to do that. The reason is simple – it is always possible to organise questions so, that they will not require citrating from lectures, but instead will require knowledge to formulate answers. The correct approach is to check an understanding of the learned material. All this should create enough space for applying soft students’ identification approach during the e-learning environment online examination process.
As it was mentioned before the biometrical factors are normally used for strengthening other approaches. Therefore we advise to apply some other approaches together with the biometrical one or in case the biometrical produce alerts. Moreover the soft biometrical students’ identification approach must produce no more than alerts, i.e. should never produce a strict result. The system reaction if the biometric factors will not recognise the person should never be an automatic “failed” mark as the examination stress and possible uncomfortable environment should be considered. Therefore no more than an alert should be issued since it is just a suspicion that somebody else is acting, nothing more. If a person cheats then the re-examination request (even a short version) will lead either to the situation when this person will not appear or s/he will prepare as had to prepare before and the final result (the student obtained the transferred knowledge) will be achieved. 
One additional approach can be dividing the exam into two parts. The first one is an online long complex exam, which can be seen as the main part of the examination. The other one is very short one face-to-face check to compare the long exam answers with the person knowledge to verify the exam end result. The face-to-face exam doesn’t necessarily mean an exam in a particular place, but can be organised again using a web-cam or in a certified educational centre. The major goal of that approach is to decrease the time the lecturer has to spend for exams - at least for the face-to-face meeting during a time period, which is probably doesn’t suit very well for both of them.

Thereafter it is possible to address questions to a particular student. This method requires clustering students and keeping a database of progress for each student. The approach asks to use intermediate knowledge checks during which his/her correct answers are saved into a database. After that some of those questions are presented during the main exam and if the student doesn’t know the correct answer any longer then an alert should be issued. It is possible to check the vocabulary of the answer as well and see how the student has formulated answers of the well-known (for him/her so far) questions.

Finally it is possible to use a web-cam or certified centres during the main exam applying the soft biometrical methods to increase the security level. Here the soft biometrical approach is used in order to ensure that the person who came is exactly the person whose documents are checked (i.e. avoid a situation when another person goes to do the exam as the examiner is not a policeman and doesn’t have enough knowledge to check identification cards). The beauty of the soft students’ identification methods is that it doesn’t require special hardware, so is invisible for people who are checked and therefore is a good supporting identification approach.
V. Conclusion

The biometric keystrokes and used words based students identification system can give considerable benefits in any e-learning environment. The proposed approach can be seen as a soft security strengthening methods as it doesn’t require any special hardware. This eliminates certain e-courses attending requirements that are set by other (“hard”) biometrical verification and identification methods like for example the face recognition one.
The proposed system implementation is quite simple, but does require careful planning and organisation to function adequately and produce meaningful alerts. The system in any case is not a prohibiting type system, but a warning one and therefore is advised to be used in combination with other methods proposed in the paper.
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Fig. 1.  Biometrical identification systems architecture.
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Fig. 2.  In time adjustable biometrical identification systems architecture.
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